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Introduction
The Federal Risk and Authorization Management Program (FedRAMP)1 is a U.S. Government-wide
program that provides a standardized approach to security assessment, authorization, and continuous
monitoring for cloud products and services. FedRAMP is mandatory for Federal agency cloud deployments
and service models at the Low, Moderate, and High risk impact levels. FedRAMP requirements are based
upon the recommended security controls for Federal information systems and organizations as defined
and published by the U.S. National Institute of Standards and Technology (NIST) in Special Publication 80053 Revision 4 (NIST SP 800-53 Rev. 4), Security and Privacy Controls for Federal Information Systems and
Organizations.2
Amazon Web Services (AWS) has been certified by Coalfire, a FedRAMP-accredited Third Party
Assessment Organization (3PAO). AWS’s compliance with FedRAMP/Department of Defense
Cloud Computing Security Requirements Guide (DoD SRG) requirements was validated based on
testing performed against FedRAMP/DoD SRG requirements. These authorizations validate AWS’s
security posture and enables AWS’s Federal customers to store, process, and protect a diverse array of
sensitive government data. Please refer to the following URL for more information regarding AWS’s
FedRAMP authorizations, visit the FedRAMP Marketplace.
AWS provides two US-based regions to support U.S. government customers with their compliance
requirements. At a high-level, these US-based regions and their impact levels are:
1) AWS US East/West at the FedRAMP Moderate impact level
2) AWS GovCloud (US) at the FedRAMP High impact level. AWS GovCloud (US) also adheres to U.S.
International Traffic in Arms Regulations (ITAR) regulations.
AWS maintains an up-to-date AWS Services-in-Scope webpage to provide customers a detailed
breakdown for determining which AWS Services have been formally authorized within the AWS US
East/West and AWS GovCloud (US) regions with their respective impact levels. This is a valuable
resource for AWS customers to reference to ensure they build compliant workloads on top of AWS’
service offerings.

Purpose
The purpose of the Federal Compliance Executive Briefing is to provide any prospective or current AWS
customer with information that they can use to understand “what AWS does” and what their
responsibility is within the AWS shared responsibility model. Please note that while the briefing provides
a mapping of applicable FedRAMP/DoD SRG security controls for the customer’s reference, the mapping
is not intended to be comprehensive.
The briefing outlines the following security control domains:
1.
2.
3.
4.

1
2

Application & Interface Security
Audit Assurance & Compliance
Business Continuity Management & Operational Resilience
Change Control & Configuration Management

For additional information on FedRAMP refer to the FedRAMP website at https://www.fedramp.gov/
The FedRAMP NIST 800.53 Rev 4 security control baselines can be downloaded at
https://www.fedramp.gov/templates/

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties
without prior written consent from Amazon, Inc. and should not be duplicated, used, or disclosed for any purpose other than the originally intended purpose.
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8.
9.
10.
11.
12.
13.
14.
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Data Security & Information Lifecycle Management
Data Center Security
Encryption & Key Management
Governance & Risk Management
Human Resources
Identity & Access Management
Infrastructure & Virtualization Security
Interoperability & Portability
Incident Response
Supply Chain Management, Transparency, & Accountability

This document provides high-level information and should not be used as an authoritative source when
building out a customer’s security authorization package. If further information is needed by a Federal
customer, they should request AWS’s Federal Security Authorization Package from their designated AWS
sales representative or via the Office of Management and Budget (OMB) MAX portal. The authorization
package contains a detailed control-based Customer Responsibility Matrix (CRM) and Customer System
Security Plan (SSP) template that customers can use to as a basis for their own security authorization
packages.
Additionally, AWS provides customer enablement materials (e.g., Control Implementation Summary
(CIS), Customer SSP Template) to customers via an AWS customer package. Customers that are
under Non-Disclosure Agreement (NDA) with AWS can request this package via AWS Artifact or
through their AWS sales representative.

Shared Responsibility Model
The shared responsibility model show in Figure 1 outlines the respective responsibilities of AWS and the
customer. Understanding the shared responsibility model is essential to managing risk for
systems operating within AWS. AWS uses a secure infrastructure that is operated, managed, and
controlled by AWS to provide services. AWS is responsible for the management of infrastructure
components from the host operating system and virtualization layer down to the physical security of the
facilities hosting AWS Cloud services.
Customers are responsible for the security of anything their organization deploys onto their AWS assets
or connects to their AWS assets, such as the guest operating system and applications on their
virtual machine instance and the data and objects in their Amazon Simple Storage Service (Amazon S3)
buckets or Amazon Relational Database Service (Amazon RDS) databases.

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties
without prior written consent from Amazon, Inc. and should not be duplicated, used, or disclosed for any purpose other than the originally intended purpose.
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Figure 1: Shared Responsibility Model
The amount of security configuration that a customer is required to perform varies depending on the
service that they use and the sensitivity of the data that the service will consume. There are certain
security features that the customer must configure no matter which AWS Cloud service is used, including
individual user accounts and credentials, Secure Sockets Layer/Transport Layer Security (SSL/TLS) for data
transmissions, and user activity logging.

AWS Responsibilities
AWS is responsible for protecting the infrastructure that runs all of the services offered in the AWS Cloud.
This infrastructure is composed of the hardware, software, networking, and facilities that run AWS Cloud
services. Protecting this infrastructure is AWS’s number one priority. While customers can’t visit our data
centers or offices to see this protection firsthand, AWS provides several reports from third-party auditors
that have verified compliance with a variety of information security standards and regulations (for more
information, visit aws.amazon.com/compliance).
In addition to protecting the infrastructure, AWS is responsible for the configuring the security of its
products that are considered managed services. These services provide the scalability and flexibility of
cloud-based resources with the additional benefit of being managed. For these services, AWS handles
basic security tasks like guest operating system and database patching, firewall configuration, and disaster
recover.

Customer Responsibilities
With the AWS Cloud, customers can provision virtual compute, storage, and networking resources in
minutes instead of weeks. The AWS Cloud services that a customer selects will determine how much
configuration work the customer must perform as part of their security responsibilities.

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties
without prior written consent from Amazon, Inc. and should not be duplicated, used, or disclosed for any purpose other than the originally intended purpose.
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Services such as Amazon Elastic Compute Cloud (Amazon EC2), Amazon Virtual Private Cloud (Amazon
VPC), and Amazon S3 are categorized as Infrastructure as a Service (IaaS) and, as such, require the
customer to perform all of the necessary security configuration and management tasks. For example, if a
customer deploys an Amazon EC2 instance, they are responsible for management of the guest operating
system (including updates and security patches), any application software or utilities installed by the
customer on the instances, and the configuration of the AWS-provided firewall (called a security group)
on each instance.
In contrast, managed services such as Amazon Redshift provide all of the resources that a customer needs
to perform specific tasks without requiring the associated configuration work. Customers don’t have to
worry about launching and maintaining instances, patching the guest operating system or database, or
replicating databases. But as with all services, customers should protect their AWS account credentials
and set up individual user accounts with AWS Identity and Access Management (IAM) so that each user
has their own credentials and customers can implement segregation of duties. AWS also recommends
using multi-factor authentication with each account, requiring the use of SSL/TLS to communicate with
your AWS resources, and setting up Application Programming Interface (API)/user activity logging with
AWS CloudTrail.
For more information about additional measures, see the AWS Best Practices for Security, Identity
and Compliance page (https://aws.amazon.com/architecture/security-identity-compliance/?cardsall.sort-by=item.additionalFields.sortDate&cards-all.sort-order=desc) and recommended reading on
the AWS Security Resources webpage (https://aws.amazon.com/security/security-resources/).

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties
without prior written consent from Amazon, Inc. and should not be duplicated, used, or disclosed for any purpose other than the originally intended purpose.
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AWS Security Control Domains
1

Application & Interface Security
Security Area

AWS Responsibility

Customer Responsibility

Application Security AWS operates, manages, and controls the
infrastructure components, from the host operating
system and virtualization layer down to the physical
security of the facilities in which the services
operate. AWS endpoints are tested as part of AWS
compliance vulnerability scans.
AWS Cloud services are managed in a manner that
preserves their confidentiality, integrity, and
availability. AWS has implemented secure software
development procedures that are followed to ensure
that appropriate security controls are incorporated
into the application design. As part of the application
design process, new applications must participate in
an AWS Security review, which includes registering
the application, initiating application risk
classification, participating in architecture review and
threat modeling, performing code review, and
performing a penetration test.
Customer Access
Requirements

Amazon Simple Storage Service (Amazon S3)
Application Programming Interfaces (APIs) provide
both bucket- and object-level access controls, with
defaults that only permit authenticated access by the
bucket and/or object creator.

AWS customers assume responsibility and
management of the guest operating system
(including updates and security patches) and
other associated application software, as
well as the configuration of the AWSprovided security group firewalls and other
security, change management, and logging
features.
AWS customers are responsible for all
scanning, file integrity monitoring, and
intrusion detection for their Amazon Elastic
Compute Cloud (Amazon EC2) instances and
applications.

AWS customers are responsible for
configuring their systems to enforce logical
and remote access based on approved
authorizations and in accordance with their
access control policy.

FedRAMP/DoD
SRG Controls
CA-8
CM-3
SA-8
SC-2
SC-4
SC-5
SC-6
SC-12
SC-13
SC-14
SC-17
SC-18
SI-2
SI-2(1)
SI-2(2)

AC-3
AC-17
AC-17 (1)
AU-11

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
not be duplicated, used, or disclosed for any purpose other than the originally intended purpose .
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AWS Responsibility

Customer Responsibility

External access to data stored in Amazon S3 is
logged, and the logs are retained for at least 90 days.
The logs include relevant access request information,
such as the data accessor IP address, object, and
operation.

AWS customers are responsible for retaining
audit records for a period defined by their
audit and accountability policy to provide
support for after-the-fact investigations of
security incidents and to meet regulatory
and organizational information retention
requirements.

AWS seeks to maintain data integrity during
transmission, storage, and processing of customer
content. AWS treats all customer content and
associated assets as critical information. AWS
services are content agnostic in that they offer the
same high level of security to all customers,
regardless of the type of content being stored. We
are vigilant about our customers’ security and have
implemented sophisticated technical and physical
measures against unauthorized access. AWS has no
insight as to what type of content the customer
chooses to store in AWS, and the customer retains
complete control of how they choose to classify their
content; where it is stored, used, archived; and how
it is protected from disclosure.

AWS customers are responsible for
employing integrity verification tools to
monitor and detect authorized changes
within their leveraged software. AWS
customers are also responsible for
implementing backups as defined by their
contingency planning policy.

FedRAMP/DoD
SRG Controls

CA-8
RA-5
SC-8
SI-6
SI-7
SI-7 (1)

Customer-provided content is validated for integrity,
and corrupted or tampered data is not written to
storage. Amazon S3 uses checksums internally to
confirm the continued integrity of content in transit
within the system and at rest. Amazon S3 provides a
facility for customers to send checksums along with
data transmitted to the service. The service validates
the checksum upon receipt of the data to determine
This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
not be duplicated, used, or disclosed for any purpose other than the originally intended purpose .
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Customer Responsibility

FedRAMP/DoD
SRG Controls

that no corruption occurred in transit. Regardless of
whether a checksum is sent with an object to
Amazon S3, the service uses checksums internally.
When disk corruption or device failure is detected,
the system automatically attempts to restore normal
levels of object storage redundancy. External access
to content stored in Amazon S3 is logged, and the
logs are retained for at least 90 days. The logs
include relevant access request information, such as
the accessor IP address, object, and operation.
Like Amazon S3, Amazon Elastic Block Store (Amazon
EBS) employs redundant storage and data validation.
To prevent data loss due to failure of any single
hardware component, each Amazon EBS volume is
automatically replicated within the same Availability
Zone. Amazon EBS also provides the ability to create
point-in-time snapshots of volumes, which are
persisted to Amazon S3. These snapshots can be
used as the starting point for new Amazon EBS
volumes and to protect data for long-term durability.

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
not be duplicated, used, or disclosed for any purpose other than the originally intended purpose .
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Audit Assurance & Compliance
Security Area
Audit Planning

AWS Responsibility

Customer Responsibility

The AWS Security Assurance Team maintains a
documented audit schedule of internal and external
assessments to ensure implementation and
operating effectiveness of the AWS control
environment to meet business, regulatory, and
contractual objectives.

FedRAMP/DoD
SRG Controls

AWS customers are responsible for
facilitating security assessments for their
systems.

CA-2
CA-2 (1)
CA-2(2)
CA-7
CA-7(1)
RA-3

AWS customers are responsible for
employing assessors or assessment teams to
conduct security control assessments that
meet the organization-defined level of
independence prescribed by their security
assessment and authorization policy.

CA-2
CA-2 (1)
CA-6

The needs and expectations of internal and external
parties are considered throughout the
development, implementation, and auditing of the
AWS control environment. Parties include, but are
not limited to:
 AWS customers, including customers with a
contractual interest and potential customers.
 External parties to AWS, including regulatory
bodies such as the external auditors and
certifying agents.
 Internal parties such as AWS services and
infrastructure teams, security, legal, and
overarching administrative and corporate
teams.
Independent Audits

AWS has established a formal audit program that
includes continual, independent internal and external
assessments to validate the implementation and
operating effectiveness of the AWS control
environment. Internal and external audits are
planned and performed according to the documented
audit scheduled to review the continued

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
not be duplicated, used, or disclosed for any purpose other than the originally intended purpose .
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Customer Responsibility

FedRAMP/DoD
SRG Controls

performance of AWS against standards-based criteria
and to identify general improvement opportunities.
Compliance reports from these assessments are
made available to customers to enable them to
evaluate AWS. The AWS compliance reports identify
the scope of AWS Cloud services and regions
assessed, as well the assessor’s attestation of
compliance. A vendor or supplier evaluation can be
performed by leveraging these reports and
certifications.
Legal & Regulatory
Compliance

AWS documents, tracks, and monitors its legal,
regulatory, and contractual agreements and
obligations through the following activities:

AWS customers assume responsibility for
meeting legal and regulatory requirements
for information that is stored in their
systems, including properly categorizing the
1) Identifies and evaluates applicable laws and
information according to organizational
regulations for each of the jurisdictions in which
requirements. AWS has no insight as to what
AWS operates.
type of content the customer chooses to
2) Documents and implements controls to ensure store in AWS, and the customer retains
conformity with all statutory, regulatory, and
complete control of how they choose to
contractual requirements relevant to AWS.
classify and protect their content.
3) Categorizes the sensitivity of information
according to the AWS information security
policies to protect from loss, destruction,
falsification, unauthorized access, and
unauthorized release.
4) Informs and continually trains personnel that
must be made aware of information security
policies to protect sensitive AWS information.

Specialized or industry-specific requirements
must be identified by the customer as
required by their organization or
supplementary mandates. AWS customers
are responsible for implementing their
organization’s policy requirements and
developing supporting procedures to enforce
those policies.

AC-1
AT-1
AU-1
CA-1
CM-1
CP-1
IA-1
IA-7
IR-1
MA-1
MP-1
PE-1
PL-1
PS-1
RA-1
RA-2
SA-1
SC-1
SC-13

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
not be duplicated, used, or disclosed for any purpose other than the originally intended purpose .
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Customer Responsibility

5) Monitors for nonconformities to the
information security policies with a process in
place to take corrective actions and enforce
appropriate disciplinary action.

FedRAMP/DoD
SRG Controls
SI-1

AWS maintains relationships with internal and
external parties to monitor legal, regulatory, and
contractual requirements. Should a new security
directives be issued, AWS has documented plans in
place to implement that directive with designated
timeframes.
AWS provides customers with evidence of its
compliance with applicable legal, regulatory, and
contractual requirements through audit reports,
attestations, certifications, and other compliance
enablers. Visit
https://aws.amazon.com/compliance/resources/ for
more information.
AWS notifies customers of legally binding requests
for customer content unless otherwise prohibited by
law. AWS provides customers with the ability to
comply with their legal, regularity and contractual
agreements and obligations.
Risk Assessments

AWS conducts monthly monitoring of its security
posture through a continuous risk assessment and
monitoring process. Additionally, annual security
assessments are conducted by an accredited ThirdParty Assessment Organization (3PAO) to validate
that implemented security controls continue to be

AWS customers are responsible for
conducting security assessments that include
risk analysis for their systems and for
implementing a continuous monitoring
program to manage the ongoing security
posture of their system. AWS customers are

RA-3
CA-2
CA-2 (1)
CA-5
CA-6
CA-7

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
not be duplicated, used, or disclosed for any purpose other than the originally intended purpose .
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Security Area

AWS Responsibility

Customer Responsibility

effective. Security assessments that include a risk
analysis and a Plan of Action and Milestones
(POA&M) are submitted to authorizing officials for
review and approval.

3
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responsible for ensuring that security
assessors or assessment teams meet the
organization-defined level of independence
prescribed by their security assessment and
authorization policy.

FedRAMP/DoD
SRG Controls
PM-4
PM-10

Business Continuity Management & Operational Resilience
AWS Responsibility

Customer Responsibility

FedRAMP/DoD
SRG Controls

The AWS business continuity plan details the threephased approach that AWS has developed to recover
and reconstitute the AWS infrastructure:

AWS provides customers with the capability
to implement a robust continuity plan,
including the use of frequent server instance
backups, the use of data redundancy
replication, and the flexibility to place
instances and store data within multiple
geographic regions and across multiple
Availability Zones within each region. Each
Availability Zone is designed as an
independent failure zone. In the case of
failure, automated processes move customer
data traffic away from the affected area. Each
Availability Zone is designed as an
independent failure zone. This means that
Availability Zones are typically physically
separated within a metropolitan region and
are in different flood plains.

CP-1
CP-4
CP-4 (1)
CP-6
CP-6 (1)
CP-6 (3)
CP-7
CP-7 (1)
CP-7 (2)
CP-7 (3)
CP-8
CP-8 (2)
CP-9
CP-9 (1)
CP-9 (3)
CP-10
PE-17

Security Area
Business Continuity
Planning





Activation and Notification Phase
Recovery Phase
Reconstitution Phase

This approach ensures that AWS performs system
recovery and reconstitution efforts in a methodical
sequence, maximizing the effectiveness of the
recovery and reconstitution efforts and minimizing
system outage time due to errors and omissions.
AWS maintains a ubiquitous security control
environment across all regions. Each data center is
built to physical, environmental, and security
standards in an active-active configuration,
employing an n+1 redundancy model to ensure

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
not be duplicated, used, or disclosed for any purpose other than the originally intended purpose .
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AWS Responsibility

Customer Responsibility

system availability in the event of component failure.
Components (N) have at least one independent
backup component (+1), so the backup component is
active in the operation even if all other components
are fully functional. In order to eliminate single points
of failure, this model is applied throughout AWS,
including network and data center implementation.
All data centers are online and serving traffic; no data
center is “cold.” In case of failure, there is sufficient
capacity to enable traffic to be load-balanced to the
remaining sites.

Customers use AWS to enable faster disaster
recovery of their critical IT systems without
incurring the infrastructure expense of a
second physical site. The AWS Cloud supports
many popular disaster recovery
architectures, from “pilot light” environments
that are ready to scale up at a moment’s
notice to “hot standby” environments that
enable rapid failover. To learn more about
AWS disaster recovery, refer to the AWS
Disaster Recovery page at https://
aws.amazon.com/cloudendure-disasterrecovery/

AWS tests the business continuity plan and its
associated procedures at least annually to ensure
effectiveness of the plan and the organizational
readiness to execute the plan. Testing includes
engagement drills that execute on activities that
would be performed in an actual outage. AWS
documents the results, including lessons learned
and any corrective actions that were completed.

AWS customers are responsible for properly
testing their organization’s business
continuity and contingency plans to ensure
that adequate procedures are in place to
reestablish operations in the event of a
contingency scenario. Customers are
responsible for determining the business
continuity requirement of applications
hosted in AWS to ensure that mission-critical
functions continue to operate or are
recovered within acceptable timeframes.

FedRAMP/DoD
SRG Controls

CP-2
CP-2 (1)
CP-2 (2)
CP-3
CP-4
CP-4 (1)

Additionally, customers are responsible for
providing contingency training to system
users consistent with assigned roles and
responsibilities. Training must be provided
within an organization-defined time period of
This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
not be duplicated, used, or disclosed for any purpose other than the originally intended purpose .
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Customer Responsibility

FedRAMP/DoD
SRG Controls

assuming the role, as required by system
changes, and at an organization-defined
frequency thereafter.
Data Center Utilities

AWS data center utilities (e.g., water, power,
telecommunications, Internet connectivity) are
implemented to maintain continuous operability and
prevent service or operation disruption. Controls can
include but are not limited to the following:


The AWS data center electrical power systems
are designed to be fully redundant and
maintainable without impact to operations, 24
hours a day. Power to AWS data centers is
provided through local power providers. In the
event of disruption, Uninterruptible Power
Supply (UPS) units provide backup power or
critical and essential loads in the facility, and
generators are used to provide backup power
for the entire facility.



AWS monitors and performs preventative
maintenance of electrical and mechanical
equipment to maintain the continued
operability of systems within AWS data centers.
This is carried out by method of using a
proprietary tool with specified checks that must
be completed according to the documented
maintenance schedule.

There are no customer responsibilities
associated with this security area.

PE-13
PE-13 (1)
PE-13 (2)
PE-13 (3)

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
not be duplicated, used, or disclosed for any purpose other than the originally intended purpose .
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AWS Responsibility

Customer Responsibility



Cabling that provides utility support to AWS
data centers is protected from intentional or
accidental damage.



Water necessary to operate AWS data centers
is supplied by local water providers. In the
event of disruption, AWS maintains backup
supply on premises to maintain continued
operability.



Climate control is required to maintain a
constant operating temperature for servers and
other hardware, which prevents overheating
and reduces the possibility of service outages.
Data centers are conditioned to maintain
atmospheric conditions at specified levels.
Personnel and systems monitor and control
temperature and humidity at appropriate
levels. This is provided at N+1 and also uses free
cooling as primary source of cooling when and
where it is available based on local
environmental conditions.

Each AWS data center is evaluated to determine the
controls that must be implemented to mitigate,
prepare, monitor, and respond to natural disasters or
malicious acts that may occur. Controls implemented
to address environmental risks can include, but are
not limited to, the following:


CONFIDENTIAL

AWS data centers are equipped with sensors
and master shutoff valves to detect the

There are no customer responsibilities
associated with this security area.

FedRAMP/DoD
SRG Controls

PE-13
PE-13 (1)
PE-13 (2)
PE-13 (3)
PE-14
PE-15
PE-18

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
not be duplicated, used, or disclosed for any purpose other than the originally intended purpose .
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Customer Responsibility

FedRAMP/DoD
SRG Controls

presence of water. Mechanisms are in place to
remove water in order to prevent any
additional water damage.


Automatic fire detection and suppression
equipment has been installed to reduce risk
and notify the AWS Security Operations Center
and emergency responders in the event of a
fire. The fire detection system uses smoke
detection sensors (e.g., Very Early Smoke
Detection Apparatus [VESDA], point source
detection) in all data center environments,
mechanical and electrical infrastructure spaces,
chiller rooms, and generator equipment rooms.
These areas are protected by either wet-pipe,
double-interlocked pre-action, or gaseous
sprinkler systems.



The data center electrical power systems are
designed to be fully redundant and
maintainable without impact to operations, 24
hours a day. UPS units provide backup power in
the event of an electrical failure for critical and
essential loads in the facility. Data centers use
generators to provide backup power for the
entire facility.



Climate control is required to maintain a
constant operating temperature for servers and
other hardware, which prevents overheating
and reduces the possibility of service outages.
Data centers are conditioned to maintain

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
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CONFIDENTIAL

Customer Responsibility

FedRAMP/DoD
SRG Controls

atmospheric conditions at specified levels.
Personnel and systems monitor and control
temperature and humidity at appropriate
levels. This is provided at N+1 and also uses free
cooling as primary source of cooling when and
where it is available based on local
environmental conditions.

Equipment
Maintenance



Availability Zones are physically separated
within a metropolitan region and are in
different flood plains.



Each Availability Zone is designed as an
independent failure zone. Automated processes
move customer traffic away from the affected
area in the case of a failure.

AWS monitors and performs preventative
maintenance of electrical and mechanical equipment
to maintain the continued operability of systems
within AWS data centers.
In order to ensure maintenance procedures are
properly executed, AWS assets are assigned an owner
and are tracked and monitored with AWS proprietary
inventory management tools. AWS asset owner
procedures are carried out by method of using a
proprietary tool with specified checks that must be
completed according to the documented
maintenance schedule.

There are no customer responsibilities
associated with this security area.

MA-2
MA-3
MA-3 (1)
MA-3 (2)
MA-3 (3)
MA-4
MA-4 (1)
MA-4 (2)
MA-5
MA-6

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
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Third-party auditors test AWS equipment
maintenance controls by validating that the asset
owner is documented and that the condition of the
assets are visually inspected according to the
documented maintenance policy.
Equipment Power
Failures

The AWS data center electrical power systems are
designed to be fully redundant and maintainable
without impact to operations, 24 hours a day. Power
to AWS data centers is provided through local power
providers. In the event of disruption, UPS units
provide backup power or critical and essential loads
in the facility and generators are used to provide
backup power for the entire facility.

There are no customer responsibilities
associated with this security area.

CP-8
CP-8 (2)
PE-1
PE-9
PE-10
PE-11
PE-12

AWS customers are responsible for
conducting backups of user-level, systemlevel, and system documentation (including
security information) at a frequency defined
in their contingency planning policy. AWS
customers are responsible for protecting the
confidentiality, integrity, and availability of
backup information at storage locations. If
availability and performance are important
design considerations for an application,
customers should deploy the application

CP-2
CP-2 (2)
CP-9
CP-9 (5)

Each Availability Zone is designed as an independent
failure zone. Automated processes move customer
traffic away from the affected area in the case of a
failure.
Availability Impact
Analysis

AWS continuously monitors service usage to
anticipate infrastructure needs required to support
availability commitments and requirements. AWS
maintains a capacity planning model to assess
infrastructure usage and demands at least monthly,
and usually more frequently (e.g., weekly). In
addition, the AWS capacity planning model supports
the planning of future demands to acquire and
implement additional resources based upon current
resources and forecasted requirements.

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
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Highly resilient systems, and therefore service
availability, is a function of the system design.
Through the use of Availability Zones and data
replication, AWS customers can achieve extremely
high recovery time and recovery point objectives, as
well as service availability of 99.999% and more.

FedRAMP/DoD
SRG Controls

across multiple Availability Zones in the same
region for fault tolerance and low latency.

AWS offers Service Level Agreements (SLAs) for certain
AWS Cloud services that may be updated from time to
time. The currently available SLAs are located at:
https://aws.amazon.com/legal/service-levelagreements/
Business Continuity
and Retention Policy

The AWS business continuity policy lays out the
guidelines used to implement procedures to respond
to a serious outage or degradation of AWS Cloud
services, including the recovery model and its
implications on the business continuity plan.
Additionally, AWS maintains a retention policy
applicable to AWS internal data and system
components in order to continue operations of AWS
business and services. Critical AWS system
components are replicated across multiple
Availability Zones, and backups are maintained and
monitored.

AWS customers are responsible for
developing, documenting, maintaining,
disseminating, and implementing a
contingency planning policy along with
supporting procedures. AWS customers
retain control and ownership of their data.
When customers store data in a specific
region, it is not replicated outside that region.
It is the customer’s responsibility to replicate
content across regions if required to support
recovery objectives.

CP-1
CP-2
CP-2 (1)
CP-6
CP-6 (1)
CP-9
CP-9 (1)
CP-9 (3)
CP-9 (5)
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4

CONFIDENTIAL

Change Control & Configuration Management
Security Area
Baseline
Requirements

AWS Responsibility

Customer Responsibility

AWS has established formal policies and procedures
to provide employees with a common baseline for
information security standards and guidance. The
AWS Information Security Management System
(ISMS) policy establishes guidelines for protecting the
confidentiality, integrity, and availability of
customers’ systems and content. Maintaining
customer trust and confidence is of the utmost
importance to AWS.
AWS works to comply with applicable federal, state,
and local laws, statutes, ordinances, and regulations
concerning security, privacy, and data protection of
AWS Cloud services in order to minimize the risk of
accidental or unauthorized access or disclosure of
customer content.

New Development /
Acquisition

AWS maintains a systematic approach to planning
and developing new services for the AWS
environment to ensure that quality and security
requirements are met with each release. AWS’s
strategy for the design and development of services is
to clearly define services in terms of customer use
cases, service performance, marketing and
distribution requirements, production and testing,
and legal and regulatory requirements. The design of
all new services or any significant changes to current
services are controlled through a project
management system with multi-disciplinary

AWS customers are responsible for
developing, documenting, and maintaining
under configuration control a current
baseline configuration of their systems.

FedRAMP/DoD
SRG Controls
CM-2
CM-2 (1)

AWS customers are responsible for reviewing
and updating the baseline configuration of
their system at a frequency defined by their
configuration management policy, when
required due to organization-defined
circumstances, and as an integral part of
system component installations and
upgrades.

AWS customers are responsible for
implementing a process for controlling
changes and maintaining the configuration
for their systems. AWS customers should
perform testing on applications they install,
including code reviews or specialized testing
needed before the software is deployed in
the production environment.

SA-3
SA-4
SA-4 (1)
SA-4 (7)

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
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CONFIDENTIAL

Customer Responsibility

FedRAMP/DoD
SRG Controls

participation. Requirements and service
specifications are established during service
development, taking into account legal and
regulatory requirements, customer contractual
commitments, and requirements to meet the
confidentiality, integrity, and availability of the
service. Service reviews are completed as part of the
development process. Prior to launch, each of the
following requirements must be complete:







Security risk assessment
Threat modeling
Security design reviews
Secure code reviews
Security testing
Vulnerability/penetration testing

Outsourced
Development

AWS does not outsource the development of AWS
Cloud services.

AWS customers are responsible for the risk
associated with outsourced development of
their organization’s software. AWS customers
are responsible for ensuring that the
developer of their information systems
implements and documents applicable
security controls for their organization.

SA-4
SA-4 (1)
SA-9
SA-9 (1)
SA-10
SA-11
SA-11 (1)

Quality Testing

AWS applies a systematic approach to managing
change to ensure that all changes are reviewed,
tested, and approved.

AWS customers are responsible for applying
security engineering principles in the
specification, design, development,
implementation, and modification of their
systems. Additionally, customers are
responsible for applications they install on

CM-2
CM-2 (1)
CM-2 (3)
CM-3
CM-3 (2)
SA-3

The development, test, and production environments
emulate the production system environment and are

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
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FedRAMP/DoD
SRG Controls

AWS Responsibility

Customer Responsibility

used to properly assess and prepare for the impact of
a change to the production system environment. In
order to reduce the risks of unauthorized access or
change to the production environment, the
development, test, and production environments are
logically separated.

AWS, including any in-depth evaluation (e.g.,
static and dynamic code analysis) and
acceptance validation (e.g., unit and
regression testing).

SA-8

In order to apply changes to the AWS production
environments, AWS service teams must first run a full
set of tests in the test environment. The testing
methodology must be documented. For auditing
purposes, this documentation must be maintained
for at least one year.
Unauthorized
Software
Installations

General users do not have rights to install software.
Prior to installation, all software is subject to
whitelisting reviews. The whitelisting process occurs
as part of a monthly review with AWS service owners
to provide assurance that only whitelisted software is
deployed.

AWS customers are responsible for
establishing, enforcing, and monitoring
software installation policies that govern the
installation of software by users based on
organization-defined methods and frequency
for monitoring.

CM-7 (2)
CM-7 (5)
CM-11

Configuration
Management

AWS applies a systematic approach to managing
change to ensure that all changes are reviewed,
tested, and approved. The AWS change management
approach requires that the following steps be
complete before a change is deployed:

AWS customers are responsible for all
configuration management activities
associated with their systems.

CM-3
CM-3 (1)
CM-3 (2)
CM-5
CM-5 (1)
CM-5 (5)
CM-5 (2)
CM-6 (1)
CM-6 (2)
IR-4

1. Document and communicate the change via the
appropriate AWS change management tool.
2. Plan implementation of the change and rollback
procedures to minimize disruption.

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
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CONFIDENTIAL

Customer Responsibility

3. Test the change in a logically segregated, nonproduction environment.
4. Complete a peer review of the change with a
focus on business impact and technical rigor.
The review should include a code review.
5. Attain approval for the change by an authorized
individual.
In order to validate that changes follow the standard
change management procedures, all changes to the
AWS environment are reviewed on at least a monthly
basis. An audit trail of the changes is maintained for a
least one year. AWS maintains processes to detect
unauthorized changes made to the environment. Any
exceptions are analyzed to determine the root cause.
Appropriate actions are taken to bring the change
into compliance or roll back the change, if necessary.
Actions are then taken to address and remediate the
process or people issue.
AWS Service Offering
Changes

As stated in the AWS Customer Agreement, "We may
change, discontinue, or deprecate any of the Service
Offerings (including the Service Offerings as a whole)
or change or remove features or functionality of the
Service Offerings from time to time. We will notify
you of any material change to or discontinuation of
the Service Offerings." We continuously evolve and
improve our existing services and frequently add new
services. Our services are controlled using APIs. If we
change or discontinue any API used to make calls to
the services, we will continue to offer the existing API

FedRAMP/DoD
SRG Controls
SI-7

Upon notification from AWS, AWS customers
are responsible for adjustment of their
systems if an AWS Cloud service is changed
or deprecated.

N/A
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FedRAMP/DoD
SRG Controls

for 12 months. Additionally, we have a Service Health
Dashboard (https://status.aws.amazon.com/) that
anyone can view at any time to view the operational
status of our services.
Least Functionality

5

AWS implements the least functionality principle
throughout its infrastructure components. Network
devices and servers are implemented with minimal
functionality, and service teams add only software
packages and services needed for the device to
perform its function.

AWS customers are responsible for
implementing the least functionality principle
within their systems.

CM-7

Data Security & Information Lifecycle Management
Security Area
Classification

AWS Responsibility

Customer Responsibility

AWS treats all customer content and associated
assets as highly confidential. AWS Cloud services are
content agnostic in that they offer the same high
level of security to all customers, regardless of the
type of content being stored. We are vigilant about
our customers’ security and have implemented
sophisticated technical and physical measures against
unauthorized access. AWS has no insight as to what
type of content the customer chooses to store in
AWS, and the customer retains complete control of
how they choose to classify their content, where it is

AWS customers are responsible for
categorizing their information and information
systems (Federal Information Processing
Standards [FIPS] 199 for federal customers)
and implementing adequate security
measures to protect their information and
systems at a level that is commensurate with
the approved security categorization. AWS
customers are responsible for implementing
and configuring access control mechanisms

FedRAMP/DoD
SRG Controls
AC-3
AC-17
AC-17(1)
AC-4
AC-19
AC-19 (5)
RA-2
SC-8
SC-8(1)
SC-28
SI-12
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Customer Responsibility

stored, how it is used, and how it is protected from
disclosure.

FedRAMP/DoD
SRG Controls

and encrypting data at rest and in
transmission.

AWS has implemented data handling and
classification requirements that provide specifications
around:







Data Inventory /
Flows

Data encryption
Content in transit and during storage
Access
Retention
Physical controls
Mobile devices
Handling requirements

AWS has defined network Access Control Lists (ACLs).
AWS has developed, documented, and maintains an
inventory of systems and devices that includes the
following attributes:











Hostname
IP address
Manufacturer
Type
Model
Serial number
Asset tag
Location (includes data center, rack, and rack
slot)
Software license information (where applicable)
Financial owner

AWS customers are responsible for
developing, documenting, reviewing, and
updating at an organization-defined frequency
an inventory and data flow of system
components for their systems.

CM-8
AC-3
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not be duplicated, used, or disclosed for any purpose other than the originally intended purpose .

26

AWS GovCloud (US) and US East/West Executive Briefing

Security Area
Media Disposal

CONFIDENTIAL

AWS Responsibility

Customer Responsibility

Data destruction: Content on drives is treated at the
highest level of classification per AWS policy. Content
is destroyed on storage devices as part of the
decommissioning process in accordance with AWS
security standards.

AWS customers are responsible for
sanitization and disposal of system media that
operates within their systems.

FedRAMP/DoD
SRG Controls
MP-6
MP-6 (1)

AWS hosts are securely wiped or overwritten prior to
provisioning for reuse. AWS media is securely wiped
or degaussed and physically destroyed prior to
leaving AWS secure zones.
To validate AWS’s secure wipe processes and
procedures, third-party auditors review the guidance
within the AWS media protection policy, observe
degaussing equipment and secure shred bins located
within AWS facilities, and review historical tickets
that tracked the destruction and removal of storage
media from the environment.
Data deletion for block device based storage (e.g.,
Amazon EBS, Amazon Relational Database Service
[Amazon RDS], ephemeral drives): In order to ensure
that customer content is properly erased, AWS wipes
underlying storage media upon re-provisioning rather
than upon de-provisioning. Processes that wipe
content upon release of an asset (e.g., volume,
object) are less reliable than processes that only reprovision clean storage to customers. Physical servers
can reboot at any time for many reasons (e.g., power
outage, system process interruption or failure), which
might leave a wiping procedure in an incomplete
This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
not be duplicated, used, or disclosed for any purpose other than the originally intended purpose .
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Customer Responsibility

FedRAMP/DoD
SRG Controls

state. Customers do not have access to block devices
or physical media that was previously used to store
another customer’s content. Wiping blocks at the
time capacity is re-provisioned is sufficient to ensure
that the previous content cannot be recovered from a
new volume or object.
Data deletion for non-block device services: For
services such as Amazon S3 or Amazon DynamoDB,
customers never see an attached block device, only
objects and the path to that object (for example a
table or an item). When a customer deletes an asset
in these services, the deletion of the mapping
between an asset identifier or key and the underlying
content begins immediately. Once the mapping is
removed, the content is no longer accessible and
cannot be processed by an application.

6

Data Center Security
Security Area
Inventory &
Authorization
Boundary

AWS Responsibility
In order to ensure asset management and inventory
maintenance procedures are properly executed, AWS
assets are assigned an owner and are tracked and
monitored with AWS proprietary inventory
management tools. AWS asset owner maintenance
procedures are carried out by using a proprietary tool

AWS customers are responsible for
implementing a configuration management
process, to include maintaining an inventory
of their systems deployed on AWS. AWS
customers should maintain a current list of
system components, including applications

CM-8
CM-8(1)
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with specified checks that must be completed
according to the documented maintenance schedule.

installed in their environment at the level of
granularity deemed necessary by their
organization. The AWS customer is responsible
for updating the inventory whenever there are
changes and implementing an automated
detection mechanism to detect modifications
when they occur.

AWS has developed and documented an inventory of
systems and devices within the Authorization
Boundary.
AWS has developed and documents an inventory of
the AWS Authorization Boundaries for Govcloud and
East West separately. For continuous monitoring
activities, AWS provides a system inventory to our
FedRAMP accrediated 3PAO for validation on a
monthly basis. Once validated, this list is provided to
our Authorizing Official(s).

AWS provides an inventory to our FedRAMP
accredited 3PAO for validation and as part of AWS’
security assessment and on a monthly basis, supports
continuous monitoring requirements. Additionally,
AWS' inventory is validated by our 3PAO and
provided to our Authorizing Official(s) on a monthly
basis.
Controlled Access
Points

CONFIDENTIAL

Physical access to all AWS data centers housing IT
infrastructure components is restricted to authorized
data center employees, vendors, and contractors
who require access in order to execute their jobs.
Access to facilities is only permitted at controlled
access points that require multi-factor authentication
designed to prevent tailgating and to ensure that only
authorized individuals enter an AWS data center. On

FedRAMP/DoD
SRG Controls

AWS customers are responsible for
configuring devices that will remotely connect
to their AWS resources (or their Authorization
Boundary), including implementing identifiers
within any application they install within the
customer's Amazon EC2 instance. AWS
customers are responsible for determining the
strength of authentication mechanisms to
assure the security of their systems. Devices
may be identified by type, device, or any
combination of device characteristic deemed
appropriate by the organization.

There are no customer responsibilities
associated with this security area.

PE-2
PE-3
PE-3(1)
PE-6
PE-6 (1)
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FedRAMP/DoD
SRG Controls

a quarterly basis, access lists and authorization
credentials of personnel with access to AWS data
centers are reviewed by the respective data center
Area Access Managers (AAM).
All entrances to AWS data centers, including the main
entrance, the loading dock, and any roof
doors/hatches, are secured with intrusion detection
devices that sound alarms if the door is forced open
or held open.
Trained security guards are stationed at the building
entrance 24/7. If a door or cage within a data center
has a malfunctioning card reader or PIN pad and
cannot be secured electronically, a security guard is
posted at the door until it can be repaired.
Alternative Site

Within any single AWS region there are multiple
facilities or data centers called Availability Zones.
Each data center is built to identical physical,
environmental, and security standards in an activeactive configuration. System management activities
are performed by AWS personnel who are cleared
and authorized to work within AWS data centers.
There are no alternate data centers in the sense of
traditional cold/warm/hot sites maintained in the
event of a Continuity of Operations (COOP) situation.
All AWS data centers are live data centers, and all
relevant security controls are applicable across all
AWS data centers. AWS personnel with approved

AWS customers retain control and ownership
of their data. When customers store data in a
specific region, it is not replicated outside that
region. It is the customer’s responsibility to
replicate content across regions if required to
support recovery objectives.

CP-6
PE-17
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logical access are capable of providing remote
support to other facilities as necessary.
Off-Site Equipment

Environments used for the delivery of the AWS
services are managed by authorized personnel and
are located in AWS managed data centers. Media
handling controls for the data centers are managed
by AWS in alignment with the AWS media protection
policy. This policy includes procedures for access
control, media marking, storage, transportation, and
sanitation.

There are no customer responsibilities
associated with this security area.

MP-3
MP-4
MP-5
MP-6

Live media transported outside of data center secure
zones is escorted by authorized personnel.
Physical &
Environmental Policy

AWS has implemented a formal, documented
physical and environmental protection policy that is
updated and reviewed annually.

There are no customer responsibilities
associated with this security area.

PE-1

Unauthorized
Persons Entry

Electronic intrusion detection systems are installed
within data server locations to monitor, detect, and
automatically alert appropriate personnel of security
incidents. Alarms are investigated and tracked by
personal.

There are no customer responsibilities
associated with this security area.

PE-6
PE-6 (1)

Physical access points to server locations are
recorded by Closed Circuit Television Camera (CCTV).
Images are retained for 90 days, unless limited to 30
days by legal or contractual obligations.

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
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7
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CONFIDENTIAL

Customer Responsibility

FedRAMP/DoD
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Disaster Recovery
Access

The AWS risk assessment process is responsible for
identifying, correcting, or mitigating any opportunity
for unauthorized access as it relates to natural or
man-made disaster scenarios. AWS data centers have
been specifically designed to be accessible under a
variety of natural and man-made disaster scenarios.

There are no customer responsibilities
associated with this security area.

PE-3
PE-18

Cabling

Access to power equipment, power cabling, and
transmission lines are restricted to authorized
personnel and are positioned to prevent intentional
or accidental damage.

There are no customer responsibilities
associated with this security area.

PE-4
PE-9

Encryption & Key Management
Security Area
Key Generation

AWS Responsibility

Customer Responsibility

AWS establishes and manages cryptographic keys for
required cryptography employed within the system
boundary. AWS produces, controls, and distributes
symmetric cryptographic keys using U.S. National
Institute of Standards and Technology (NIST)approved key management technology and processes
in the AWS information system. An AWS-developed
secure key and credential manager is used to create,
protect, and distribute symmetric keys and is used to
secure and distribute:

AWS customers are responsible for creating,
managing, and escrowing their cryptographic
keys through AWS-provided mechanisms or
through an approved alternative means.
Customers may choose to implement FIPS 1402 validated software encryption modules
within their systems, if required by
organizational policy.



FedRAMP/DoD
SRG Controls
SC-12
SC-12 (2)
SC-13
SC-17

AWS credentials needed on hosts
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FedRAMP/DoD
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RSA public/private keys
X.509 certificates

Cryptographic keys are securely stored and
periodically rotated.
Encryption
Mechanisms

AWS is designed to protect the confidentiality and
integrity of transmitted data through the comparison
of a cryptographic hash of data transmitted. This is
done to help ensure that the message is not
corrupted or altered in transit. Data that has been
corrupted or altered in transit is immediately
rejected. AWS provides several methods for
customers to securely handle their data:




Upon initial communication with an AWSprovided Windows Amazon Machine Image
(AMI), AWS enables secure communication by
configuring terminal services on the instance
and generating a unique self-signed X.509
server certificate and delivering the
certificate’s thumbprint to the user over a
trusted channel.
AWS further enables secure communication
with Linux AMIs by configuring Secure Shell
(SSH) on the instance, generating a unique
host-key and delivering the key’s fingerprint to
the user over a trusted channel.

Customer Master Keys (CMKs) used for cryptographic
operations in AWS Key Management Service (KMS),
including operations by AWS employees, are secured

AWS enables customers to open a secure,
encrypted session to AWS servers using HTTPS
(Transport Layer Security [TLS]). Additionally,
AWS offers customers the ability to add an
additional layer of security to data at rest in
the cloud, providing scalable and efficient
encryption features. It is the responsibility of
the AWS customer to enable these features for
their systems.

SC-7
SC-7 (4)
SC-8
SC-8 (1)
SC-13
SC-23
SC-28
SC-28 (1)

These features include:






Data encryption capabilities available in
AWS storage and database services,
such as Amazon EBS, Amazon S3,
Amazon Glacier, Amazon RDS for
Oracle, Amazon RDS for SQL Server, and
Amazon Redshift.
Flexible key management options,
including KMS, allow customers to
choose whether to have AWS manage
the encryption keys or enable
customers to keep complete control
over their keys.
AWS customers can employ Server Side
Encryption (SSE) with Amazon S3-

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
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by both technical and operational controls. By design,
no individual AWS employee can gain access to the
physical CMK material in the service due to hardening
techniques such as never storing plaintext master
keys on persistent disk, using but not persisting them
in volatile memory, and limiting which users and
systems can connect to service hosts. In addition,
multi-party access controls are enforced for
operations on the KMS-hardened security appliances
that handle plaintext CMKs in memory.

8

CONFIDENTIAL

FedRAMP/DoD
SRG Controls

Managed Keys (SSE-S3), SSE with AWS
KMS-Managed Keys (SSE-KMS), or SSE
with customer-provided keys (SSE-C).
For
more
information,
visit
http://docs.aws.amazon.com/AmazonS3/latest
/dev/serv-side-encryption.html.

Governance and Risk Management
Security Area
Management
Oversight

AWS Responsibility

Customer Responsibility

AWS management leads an information security
program that identifies and establishes security goals
that are relevant to business requirements. Annual
evaluations are performed to allocate the resources
necessary for performing information security
activities within AWS to meet or exceed customer
and service specifications. AWS leadership review
input includes:

AWS customers are responsible for the
implementation of a security program that
provides management oversight of ongoing
operational risk. This program should include
the performance of security assessments, risk
assessments, continuous monitoring,
vulnerability management, and penetration
testing.





Results of audits and reviews.
Feedback from interested parties.
Techniques, products, or procedures that
could be used in the organization to improve

FedRAMP/DoD
SRG Controls
RA-3
RA-5
CA-5
CA-6
CA-7
CA-8
SA-2
PM-3
PM-4
PM-10
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Management
Program

CONFIDENTIAL

Customer Responsibility

FedRAMP/DoD
SRG Controls

security, quality, system performance, and
effectiveness.
Status of preventative and corrective actions.
Vulnerabilities or threats not adequately
addressed in the previous risk assessment.
Results from effectiveness measurements.
Follow-up actions from previous leadership
reviews.
Any changes that could affect the ISMS.
Recommendations for improvement.
Customer feedback.

AWS has established an information security
management program with designated roles and
responsibilities that are appropriately aligned within
the organization. AWS management reviews and
evaluates the risks identified in the risk management
program at least annually. The risk management
program encompasses the following phases:


Identify – The identification phase includes
listing out risks (threats and vulnerabilities)
that exist in the environment. This phase
provides a basis for all other risk
management activities.



Assess – The assessment phase considers the
potential impact(s) of identified risks to the
business and its likelihood of occurrence and
includes an evaluation of internal control
effectiveness.

AWS customers are responsible for developing
and implementing an organizational security
program that documents the program
management controls and organizationdefined common controls necessary to
maintain adequate security protection for
their systems. The management program
identifies the senior-level security roles and
responsibilities, as well as processes for
tracking security resources and managing risk.

PM-1
PM-9
CA-2
CA-7
RA-3
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Security Area

Management
Support and
Involvement

AWS Responsibility

Customer Responsibility



Mitigate – The mitigate phase includes
putting controls, processes, and other
physical and virtual safeguards in place to
prevent and detect identified and assessed
risks.



Report – The report phase results in risk
reports provided to managers with the data
they need to make effective business
decisions and to comply with internal policies
and applicable regulations.



Monitor – The monitor phase includes AWS
Compliance performing monitoring activities
to evaluate whether processes, initiatives,
functions, and/or activities are mitigating the
risk as designed.

The output of AWS leadership reviews include any
decisions or actions related to the following:




CONFIDENTIAL

Improvement of the effectiveness of the
ISMS.
Update of the risk assessment and risk
treatment plan.
Modification of procedures and controls that
affect information security, as necessary, to
respond to internal or external events that
may impact the ISMS. This includes changes
to business requirements, security
requirements, business processes affecting
the existing business requirements,

AWS customers are responsible for
implementing a security program that will
govern customer services and applications
hosted by AWS. As part of the security
program, the customer is responsible for
evaluating the effectiveness of current
security measures, identifying any needed
improvements, and allocating the required
resources.

FedRAMP/DoD
SRG Controls

PM-1
SA-2
PM-3
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AWS Responsibility




CONFIDENTIAL

Customer Responsibility

FedRAMP/DoD
SRG Controls

regulatory or legal requirements, contractual
obligations, levels of risk, and/or criteria for
accepting risk.
Resource needs.
Improvement in how the effectiveness of
controls is being measured.

Policy

AWS implements formal, documented policies and
procedures that provide guidance for operations and
information security within the organization and the
supporting AWS environments. Policies address
purpose, scope, roles, responsibilities, and
management commitment. All policies are
maintained in a centralized location that is accessible
by employees.

AWS customers are responsible for
developing, documenting, maintaining,
disseminating, and implementing security
policies along with supporting procedures.
AWS customers are responsible for reviewing
and updating their policies and procedures at
a frequency defined by the organization.

AC-1
AT-1
AU-1
CA-1
CM-1
IA-1
IR-1
MA-1
MP-1
PE-1
PL-1
PS-1
SA-1
SC-1
SI-1

Policy Enforcement

AWS Security Assurance is responsible for
familiarizing employees with AWS security policies.
AWS has established information security functions
that are aligned with defined structure, reporting
lines, and responsibilities. AWS leadership
involvement provides clear direction and visible
support for security initiatives.

AWS customers are responsible for enforcing
and implementing policy as defined by their
organization.

PL-4
PS-8
AC-1
AT-1
AU-1
CA-1
CM-1
IA-1

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
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CONFIDENTIAL

Customer Responsibility

FedRAMP/DoD
SRG Controls
IR-1
MA-1
MP-1
PE-1
PL-1
PS-1
SA-1
SC-1
SI-1

Policy Impact on
Risk Assessments

Management reviews exceptions to security policies
to assess and mitigate risks. AWS Security maintains a
documented procedure describing the policy
exception workflow on an internal AWS website.
Policy exceptions are tracked and maintained with
the policy tool and are approved, rejected, or denied
based on the procedures outlined within the
procedure document.

AWS customers are responsible for
establishing a process for the management,
approval, review, and tracking of exceptions to
the organizations policies.

AC-1
AT-1
AU-1
CA-1
CM-1
CP-1
IA-1
IR-1
MA-1
MP-1
PE-1
PL-1
PS-1
RA-1
RA-3
SC-1
SI-1

Policy Reviews

Policies are reviewed and approved by AWS
leadership at least annually or following a significant
change to the AWS environment.

AWS customers are responsible for reviewing
their policies as required to address changes in
technology, the organization, or operating

AC-1
AT-1
AU-1
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CONFIDENTIAL

Customer Responsibility
environment. The customer establishes a
timeframe when policies must be reviewed
and updated, if needed.

9

FedRAMP/DoD
SRG Controls
CA-1
CM-1
CP-1
IA-1
IA-5
IA-5 (1)
IA-5 (6)
IA-5 (7)
IR-1
MA-1
MP-1
PE-1
PL-1
PS-1
RA-1
SA-1
SC-1
SI-1

Human Resources
Security Area

Background
Screening

AWS Responsibility

Customer Responsibility

FedRAMP/DoD
SRG Controls

Background checks are performed as part of AWS’s
hiring verification processes. Background checks
include education, previous employment, and, in some
cases, criminal and other background checks as

AWS customers are responsible for assigning
risk categorizations to the positions held by
their employees and contractors.
Additionally, AWS customers are responsible

PS-2
PS-3
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Employment and
Non-Disclosure
Agreements

AWS Responsibility

Customer Responsibility

FedRAMP/DoD
SRG Controls

permitted by law and regulation for employees
commensurate with the employee’s position and level
of access to AWS facilities.

for properly screening personnel prior to
granting access to their systems.

The AWS Human Resources team is responsible for
screening AWS new hires in accordance with
corporate policy. Employees are required to review
and sign an employment contract to acknowledge
their responsibilities for compliance with company
standards and information security requirements.

AWS customers are responsible for ensuring
that all personnel sign access agreements
before receiving access to their system, at a
recurring frequency defined by the personnel
security policy and when access agreements
have been updated. Access agreements must
be reviewed and updated at an organizationdefined frequency.

PS-6

AWS customers are responsible for all human
resources termination activities as defined by
their organization.

PS-4

All persons working with AWS information must, at a
minimum, meet the screening process for preemployment background checks and sign a NonDisclosure Agreement (NDA) prior to being granted
access to AWS information. All personnel supporting
systems and devices within the system boundary must
sign an NDA prior to being granted access.
Employment
Termination

CONFIDENTIAL

AWS is responsible for the following processes upon
the termination of an employee:






Communicating termination responsibilities
such as security requirements, legal
responsibilities, and non-disclosure obligations
to terminated personnel.
Revoking information system access.
Retrieving all AWS information system-related
property (e.g. authentication tokens, keys,
badges).
Disabling badge access (automated).

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
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Mobile Device
Management

AWS Responsibility

Customer Responsibility

FedRAMP/DoD
SRG Controls

AWS maintains formal policies and procedures that
provide guidance for operations and information
security within the organization and the supporting
AWS environments. The security policy is published by
leadership to provide guidance on ISMS
implementation. The mobile device policy provides
guidance on:

AWS customers are responsible for
authorizing the connection of mobile devices
to their systems prior to allowing connection.

AC-17
AC-17 (1)
AC-19

AWS customers are responsible for
developing rules of behavior for their systems
and requiring their users to read and accept
the terms of the established rules. The rules
of behavior identify acceptable system
activities and emphasizes the code of
conduct that must be followed by
organizational personnel.

PL-4







Acceptable Use and
Code of Conduct

CONFIDENTIAL

Use of mobile devices.
Protection of devices that access content for
which Amazon is responsible.
Remote wipe capability.
Password-guessing protection restrictions.
Remote synchronization requirements.
Security patch requirements.

As part of the onboarding process, all AWS personnel
supporting systems and devices within the system
boundary are required to read and accept the
Acceptable Use Policy and the Amazon Code of
Business Conduct and Ethics (Code of Conduct) Policy.
AWS has implemented data handling and classification
requirements that provide specifications around:







Data encryption.
Content in transit and during storage.
Access.
Retention.
Physical controls.
Mobile devices.

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
not be duplicated, used, or disclosed for any purpose other than the originally intended purpose .
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AWS Responsibility


CONFIDENTIAL

Customer Responsibility

FedRAMP/DoD
SRG Controls

AWS customers are responsible for
implementing a security awareness and
training policy and procedures for their
personnel, including development of rolebased training that meets their organization’s
requirements. The customer must provide
role-based training for individuals assigned to
security roles and responsibilities with the
organizations defined time frame.
Additionally, the training provided to each
individual must be maintained as required by
the organization.

AT-1
AT-2
AT-3
AT-4
CP-3
IR-2

Data handling requirements.

Employees are required to review and sign an
employment contract, which acknowledges their
responsibilities to overall AWS standards and
information security.
Training /
Awareness

AWS has implemented formal, documented security
awareness and training policy and procedures that
address purpose, scope, roles, responsibilities,
management commitment, coordination among
organizational entities, and compliance. The security
awareness and training policy and procedures are
reviewed and updated at least annually, or sooner if
required due to information system changes. The
policy is disseminated through the internal Amazon
communication portal to all employees, vendors, and
contractors prior to receiving authorized access to the
information system or performing assigned duties.
AWS has developed, documented, and disseminated
security awareness and role-based security training for
personnel responsible for designing, developing,
implementing, operating, maintaining, and monitoring
AWS systems. Training includes, but is not limited to,
the following information (when relevant to the
employee’s role):





Workforce conduct standards
Candidate background screening procedures
Clear desk policy and procedures
Social engineering, phishing, and malware

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
not be duplicated, used, or disclosed for any purpose other than the originally intended purpose .
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CONFIDENTIAL

Customer Responsibility

FedRAMP/DoD
SRG Controls

AWS customers are responsible for: 1)
Implementing a formal sanctions process for
personnel failing to comply with established
information security policies and procedures;
and 2) Notifying organization-defined
personnel or roles within an organizationdefined time period when a formal employee
sanctions process is initiated, to include the
identity of the individual sanctioned and the
reason for the sanction.

PS-8

Data handling and protection
Compliance commitments
Security precautions while traveling
How to report security and availability failures,
incidents, concerns, and other complaints to
appropriate personnel
How to recognize suspicious communications
and anomalous behavior in organizational
information systems
Practical exercises that reinforce training
objectives
International Traffic in Arms Regulations (ITAR)
responsibilities
Contingency planning
Incident response

AWS captures and retains training records for at least
five years.
User Responsibility

AWS performs an annual formal evaluation of
resourcing and staffing, including an assessment of
employee qualification alignment with entity
objectives.
AWS employs a formal sanctions process for personnel
violating information security policies and procedures
through the use of development lists in Amazon’s
Human Resources team. Failure to comply with the
Code of Conduct and Acceptable Use Policy will result
in disciplinary action up to and including discharge.

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
not be duplicated, used, or disclosed for any purpose other than the originally intended purpose .
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10 Identity & Access Management
Security Area

AWS Responsibility

Customer Responsibility

FedRAMP/DoD
SRG Controls

Audit Tools Access

AWS has implemented processes to protect audit
information and audit tools from unauthorized access,
modification, and deletion. Audit records contain a set
of data elements in order to support necessary
analysis requirements. In addition, audit records are
available to authorized users for inspection or analysis
on demand and in response to security-related or
business-impacting events.

AWS customers are responsible for properly
protecting audit information and tools
through the enforcement of least privilege,
encryption of audit information, and rolebased access policies to limit access to
authorized security personnel.

AU-9
AU-9 (2)
AU-9 (3)
AU-9 (4)

Credential Lifecycle
/ Provision
Management

All employees, vendors, and contractors who require a
user account must be onboarded through Amazon’s
Human Resources management system. As part of the
onboarding workflow, the direct manager of the
employee, vendor, or contractor requests the
establishment of a user account. The approved request
serves as the approval to establish a user account.

AWS customers are responsible for
requesting, authorizing, and managing user
accounts for their systems and configuring
password expiration settings based on their
identification and authentication policy.

AC-2
IA-5 (1)

Users are required to change their passwords every 90
days. In the event that an active or inactive user does
not comply, their account is locked.
Restricted Data
Flow

Several network fabrics exist at Amazon, each
separated by boundary protection devices that control
the flow of information between fabrics. The flow of
information between fabrics is established by
approved authorizations, which exist as ACL residing
on these devices. ACLs are defined, approved by
appropriate Amazon’s Information Security team, and

In addition, AWS customers are responsible
for authorizing and documenting the actions
that are allowed without identification and
authentication for their systems.

AWS customers are responsible for
configuring their system to provide only
essential capabilities and to prohibit or
restrict the use of functions, ports, protocols,
and/or services as defined in their
configuration management policy. AWS
customers are responsible for implementing
boundary protection mechanisms at key

CM-7
CM-7 (1)
SC-7
AC-4

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
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CONFIDENTIAL

Customer Responsibility

managed and deployed using AWS’s ACL-management
tool.
Approved firewall rule sets and access control lists
between network fabrics restrict the flow of
information to specific information system services.
ACLs and rule sets are reviewed and approved and are
automatically pushed to boundary protection devices
on a periodic basis (at least every 24 hours) to ensure
rule sets and access control lists are up to date.
AWS implements least privilege throughout its
infrastructure components. AWS prohibits all ports
and protocols that do not have a specific business
purpose. AWS follows a rigorous approach to minimal
implementation of only those features and functions
that are essential to use of the device. Network
scanning is performed, and any unnecessary ports or
protocols in use are corrected.

FedRAMP/DoD
SRG Controls

internal and external system boundaries to
control the flow of information within their
systems. AWS customers are responsible for
reviewing their systems at a frequency
defined by their configuration management
policy to identify and disable unnecessary
and/or non-secure functions, ports,
protocols, and services.
AWS customers are responsible for
configuring their system and all
interconnected systems to enforce their
approved information flow policies. This can
be accomplished through configuration of
Amazon Virtual Private Cloud (Amazon VPC)
network ACLs for controlling
inbound/outbound traffic at the subnet level
and Amazon VPC security groups for
controlling traffic at the instance level.
For more information, refer to
https://docs.aws.amazon.com/vpc/latest/
userguide/VPC_Security.html

Segregation of
Duties and Least
Privilege

Privileged access to AWS systems is assigned based on
least privilege, approved by an authorized individual
prior to access provisioning, and assigned a different
user ID than used for normal business use. Duties and
areas of responsibility (e.g., access request and
approval, change management request and approval,
change development, testing and deployment) are

AWS customers are responsible for defining,
documenting, and implementing separation
of duties for individuals with access to their
systems or information. Implementation of
this separation should be based on valid
access authorization decisions for specific
users or individuals as defined by the AWS

AC-5
AC-6
AC-6 (1)
AC-6 (2)
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Customer Responsibility

segregated across different individuals to reduce
opportunities for an unauthorized or unintentional
modification or misuse of AWS systems.

FedRAMP/DoD
SRG Controls

customer's access control policy. The
enforcement of this requirement can be
accomplished by establishing groups and
permissions within IAM. For more
information, refer to
http://docs.aws.amazon.com/IAM/latest/Us
erGuide/id_groups.html
AWS customers are responsible for enforcing
the principle of least privilege for users (or
processes acting on behalf of users) by
granting access based on explicit
authorizations.

Third-Party Access

Third-party privileged access to AWS systems are
allocated based on least privilege, approved by an
authorized individual prior to access provisioning, and
supervised by an AWS employee. Duties and areas of
responsibility (e.g. access request and approval,
change management request and approval, change
development, testing and deployment) must be
segregated across different individuals to reduce
opportunities for an unauthorized or unintentional
modification or misuse of AWS systems.

AWS customers are responsible for managing
accounts and permissions granted to thirdparty personnel in accordance with their
access control policy.

AC-2
AC-6

Password
Obfuscation

The obfuscation of authentication data is performed
throughout AWS to help protect the information from
unauthorized personnel. This is often performed by
the client software or, in some cases, the device

Customers are responsible for configuring
password obfuscation for their systems in
accordance with their identification and
authentication policy.

IA-6

This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
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FedRAMP/DoD
SRG Controls

operating system on the servers and network devices
identified in the AWS inventory.
Administrative
Access

AWS personnel with a business need to access the
management plane are required to first use multifactor authentication, distinct from their normal
corporate Amazon credentials, to gain access to
purpose-built administration hosts. These
administrative hosts are systems that are specifically
designed, built, configured, and hardened to protect
the management plane. All such access is logged and
audited. When an employee no longer has a business
need to access the management plane, the privileges
and access to these hosts and relevant systems are
revoked.

Virtual instances are solely controlled by the
customer. AWS personnel do not have the
ability to log in to customer instances.
Customers have full root access or
administrative control over accounts,
services, and applications. Customers can
also disable password-only access to guests
and use some form of multi-factor
authentication to gain access to customer
instances (or at a minimum key-based SSH
Version 2 access). Amazon-provided AMIs
default to only allowing the key pair specified
by API call at the time of instance creation to
be able to access the instance or to decrypt
the randomly generated administrator
password for Windows instances.
Additionally, customers can employ a
privilege escalation mechanism with logging
on a per-user basis. For example, if the guest
operating system is Linux, after hardening an
instance customers can use key-based SSH
Version 2 to access the virtual instance,
disable remote root login, use command line
logging, and use ‘sudo’ for privilege
escalation. Customers can generate their
own key pairs in order to guarantee that they

AC-2 (7)
AC-6 (2)
AC-6 (3)
AC-6 (5)
AC-6 (7)
AC-6 (9)
IA-2 (1)
IA-2 (2)
IA-2 (8)
IA-2 (11)
SC-8
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FedRAMP/DoD
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are unique and not shared with other
customers or with AWS.
User Access
Authorization

User access privileges are restricted based on business
need and job responsibilities. AWS employs the
concept of least privilege, allowing only the necessary
access for users to accomplish their job function. New
user accounts are created to have minimal access.
User access to AWS systems (e.g., network,
applications, tools) requires documented approval
from the authorized personnel (e.g., user's manager
and/or system owner) and validation of the active user
in the Amazon Human Resources system.

Customers are responsible for obtaining
authorization before creating accounts under
the master AWS account, Amazon EC2
instance, or the virtual machines. Customers
are also responsible for tracking the
authorization and configuring accounts with
varying levels of permissions based on the
user’s role.

AC-3
AC-5
AC-6
AC-6 (1)
AC-6 (2)

User Access
Reviews

Access privileges to AWS systems are reviewed on a
quarterly basis by an authorized individual. Explicit reapproval is required or access to the resource is
automatically revoked.

AWS customers are responsible for
conducting periodic user access reviews for
personnel to whom they have granted
access. User access reviews should be
performed in accordance with the
organizations defined frequency as defined in
the policy.

AC-2

User Access
Revocation

User access rights to AWS systems (e.g., network,
applications, tools) is revoked within 24 hours of
termination or deactivation. Inactive user accounts are
disabled and/or removed at least every 90 days.

AWS customers are responsible for
configuring their systems to automatically
disable or revoke access after a period of
inactivity as defined in their access control
policy.

AC-2
AC-2 (1)
AC-2 (3)
PS-4
PS-5

User ID Credentials

AWS controls access to systems through
authentication that requires a unique user ID and

AWS customers are responsible for
implementing unique user identifiers and

IA-2
IA-2 (1)
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Customer Responsibility

password. AWS systems do not allow actions to be
performed on the information system without
identification or authentication.
AWS has implemented a session lock out policy that is
systematically enforced. The session lock is retained
until established identification and authentication
procedures are performed.

Remote Access and
Multi-Factor
Authentication

CONFIDENTIAL

Remote access to AWS production environments is
limited to defined security groups. The addition of
members into a group must be reviewed and approved
by authorized individuals who confirm the user’s need
for access to the environment.
Remote access requires multi-factor authentication
over an approved cryptographic channel for
authentication.
AWS employs automated mechanisms to facilitate the
monitoring and control of remote access methods.
Auditing occurs on the systems and devices, which are
then aggregated and stored in a proprietary tool for
review and incident investigation. The AWS
operational environment, to include network and
security configuration, is considered confidential
information and is required to be protected by
employees per Amazon data classification policies. All
remote administrative access attempts are logged and

authenticators for their system accounts.
AWS customers are responsible for the
configurations of multi-factor authentication
as required by their identification and
authentication policy.
AWS customers are responsible for
configuring their systems to terminate user
sessions after conditions or trigger events
occur in accordance with their access control
policy.
AWS customers are responsible for
establishing and documenting usage
restrictions, configuration/connection
requirements, and implementation guidance
for each type of remote access allowed to
their systems (including multi-factor
authentication if required by the
organization) in accordance with their access
control policy. AWS customers are
responsible for authorizing remote access to
their systems prior to allowing such
connections.

FedRAMP/DoD
SRG Controls
IA-2 (2)
IA-2 (8)
IA-4
IA-5
IA-5 (1)
IA-5 (6)
IA-5 (7)
IA-8
AC-12

IA-2 (1)
IA-2 (2)
AC-17
AC-17 (1)
AC-17 (2)

AWS customers are responsible for
implementing monitoring and control of
remote access and for implementing
cryptographic mechanisms to protect the
confidentiality and integrity of remote access
sessions.
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FedRAMP/DoD
SRG Controls

limited to a specific number of attempts. Auditing logs
are reviewed by the AWS Security team for
unauthorized attempts or suspicious activity. In the
event that suspicious activity is detected, the incident
response procedures are initiated.

11 Infrastructure & Virtualization Security
Security Area
Audit Logging /
Intrusion
Detection

AWS Responsibility

Customer Responsibility

AWS deploys monitoring devices throughout the
environment to collect critical information on
unauthorized intrusion attempts, usage abuse, and
network and application bandwidth usage. Monitoring
devices are placed within the AWS environment to detect
and monitor for:





Port scanning attacks
Usage (CPU, Processes, disk utilization, swap rates,
and errors in software generated loss)
Application performance metrics
Unauthorized connection attempts

AWS provides near real-time alerts when the AWS
monitoring tools show indications of compromise or
potential compromise, based upon threshold alarming
mechanisms determined by AWS service and Security
teams.

AWS customers are responsible for defining,
documenting, and implementing auditing and
monitoring solutions for their systems. This
includes defining the events to be audited by
each system component within their system,
implementing auditing to capture information
to support after the fact investigations, and
determining a solution for audit analysis,
reduction, and report generation.

FedRAMP/DoD
SRG Controls
AU-2
AU-2 (3)
AU-3
AU-3 (1)
AU-4
AU-5
AU-6
AU-6 (1)
AU-6 (3)
AU-7
AU-7 (1)
AU-9
AU-11
AU-12
SI-4
SI-4 (2)
SI-4 (4)
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External access to data stored in Amazon S3 is logged. The
logs are retained for at least 90 days and include relevant
access request information such as the data accessor IP
address, object, and operation.

FedRAMP/DoD
SRG Controls
SI-4 (5)
SC-18

All requests to KMS are logged and available in the AWS
account’s AWS CloudTrail bucket in Amazon S3. The
logged requests provide information about who made the
request and under which CMK and will also describe
information about the AWS resource that was protected
through the use of the CMK. These log events are visible to
the customer after turning on AWS CloudTrail in their
account.
Clock
Synchronization

AWS information systems use internal system clocks
synchronized via Network Time Protocol (NTP) or a
comparable source to generate time stamps for audit
records. Third-party testing of AWS’s time stamps
validates that system time is configured to automatically
synchronize with approved stratum-1 time sources.

AWS gives customers ownership and control
over system clocks within their hosted
operating environment. AWS customers are
responsible for configuring time
synchronization with time servers as required
by their organization.

AU-8
AU-8 (1)

Capacity
Planning

AWS maintains a capacity planning model to assess
infrastructure usage and demands at least monthly, and
usually more frequently (e.g., weekly). In addition, the
AWS capacity planning model supports planning for future
demands based upon current resources and forecasted
requirements.

AWS provides customers with the capability to
measure system usage and establish usage
trends. Based on this information AWS
customers can conduct capacity planning to
address the current and future needs of their
organization.

SA-4
SA-4 (1)
CP-2 (2)

Vulnerability
Management

AWS Security notifies and coordinates with the
appropriate service teams when conducting securityrelated activities within the system boundary. Activities

AWS customers are responsible for conducting
vulnerability scanning and penetration testing of

RA-5
SI-5
CP-4

their systems hosted on AWS, and for remediating any
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include vulnerability scanning, contingency testing, and
incident response exercises. AWS performs external
vulnerability assessments at least quarterly, and identified
issues are investigated and tracked to resolution.
Additionally, AWS performs unannounced penetration
tests by engaging independent third parties to probe the
defenses and device configuration settings within the
system.
AWS Security teams also subscribe to newsfeeds for
applicable vendor flaws and proactively monitor vendors’
websites and other relevant outlets for new patches. AWS
customers also have the ability to report issues to AWS via
the AWS Vulnerability Reporting website at
http://aws.amazon.com/security/vulnerability-reporting/.
Network
Security

The AWS network consists of the internal data center
facilities, servers, networking equipment, and host
software systems that are within AWS’s control and are
used to provide the services.
The AWS network provides significant protection against
traditional network security issues. For example:




CONFIDENTIAL

Distributed Denial Of Service (DDoS) Attacks. AWS
API endpoints are hosted on large, Internet-scale
infrastructure and use proprietary DDoS mitigation
techniques. Additionally, AWS’s networks are multihomed across a number of providers to achieve
Internet access diversity.
IP Spoofing. The AWS-controlled, host-based
firewall infrastructure will not permit an instance to

vulnerabilities discovered. Customers must provide
notification to AWS prior to conducting vulnerability
testing via the AWS website at

https://aws.amazon.com/security/penetrationtesting/.

FedRAMP/DoD
SRG Controls
CP-4 (1)
IR-3
IR-3 (2)
CA-8

In addition to vulnerability scanning, AWS
customers are responsible for receiving and
disseminating security alerts and advisories as
necessary to facilitate ongoing patch
management activities.

AWS customers are responsible for configuring
network security within their Amazon VPC
environment.

CM-7
CM-7 (1)
SC-7
SC-7 (3)
SC-7 (4)
SC-7 (5)
SC-7 (7)
SC-7 (8)
SC-7 (12)
SC-7 (13)
SC-7 (18)
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FedRAMP/DoD
SRG Controls

AWS customer environments are logically
segregated to prevent users and customers
from accessing resources not assigned to them.
AWS customers maintain full control over who
has access to their data. Services that provide
virtualized operational environments to
customers (i.e., Amazon EC2) ensure that

AC-4
SC-2
SC-4
SC-7
SC-7 (12)
SC-7 (13)
SC-39

send traffic with a source IP or MAC address other
than its own.
Packet sniffing by other tenants. Virtual instances
are designed to prevent other instances running in
promiscuous mode to receive or “sniff” traffic that
is intended for a different virtual instance. While
customers can place interfaces into promiscuous
mode, the hypervisor will not deliver any traffic to
them that is not addressed to them. Even two
virtual instances that are owned by the same
customer located on the same physical host cannot
listen to each other’s traffic. While Amazon EC2
does provide protection against one customer
inadvertently or maliciously attempting to view
another’s data, as a standard practice customers
can encrypt sensitive traffic.

In addition, firewall devices are configured to restrict
access to Amazon’s corporate and production networks.
The configurations of these firewall policies are
maintained using an automatic push from a parent server
every 24 hours. All changes to the firewall policies are
reviewed and approved.
Segmentation

Different instances running on the same physical machine
are isolated from each other via the Xen hypervisor. AWS
is active in the Xen community, which provides awareness
of the latest developments. In addition, the Amazon EC2
firewall resides within the hypervisor layer, between the
physical network interface and the instance’s virtual
interface. All packets must pass through this layer, thus an
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instance’s neighbors have no more access to that instance
than any other host on the Internet and can be treated as
if they are on separate physical hosts. The physical
Random-Access Memory (RAM) is separated using similar
mechanisms.

customers are segregated from one another
and prevent cross-tenant privilege escalation
and information disclosure via hypervisors and
instance isolation.

AWS AMIs run on either Xen hypervisors or Nitro
hypervisors – both are type 1 hypervisors that run directly
on the server hardware and host AMIs. The Intel
processor feature NX (non-executable stack) is configured
for Amazon Linux (AMI) as well as host hypervisors (Xen
and Nitro) to protect memory locations and create nonexecution memory instances. All new hypervisor hosts are
deployed with pre-installed firewall logic (which runs in
NX), a firewall management tool, and default firewall
rules. The tool manages firewall rules between dom0 and
fixed hosts. By default, incoming traffic designated for the
host is blocked and additional configuration to ingress
rules is required for the traffic to be allowed.

AWS customers are responsible for properly
configuring their Amazon EC2 instances in
accordance with their organization’s relevant
hardening guidelines.

FedRAMP/DoD
SRG Controls
SI-16

Customer instances have no access to physical
disk devices, but instead are presented with
virtualized disks. The AWS proprietary disk
virtualization layer automatically erases every
block of storage before making it available for
use, which protects one customer’s data from
being unintentionally exposed to another. AWS
customers can further protect their data using
traditional filesystem encryption mechanisms,
or, in the case of Amazon EBS volumes, by
enabling AWS-managed disk encryption.
AC-4
SC-4
SC-39
SI-16

Customers are responsible for protecting their
data hosted on AWS to prevent unauthorized
access or disclosure, to include proper
implementation of access controls, information
flow controls, encryption, process isolation, and
application partitioning.
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Additional firewall rules require AWS Security review and
approvals before they are deployed.
Wireless
Security

There are no wireless networks within the system
boundary. AWS continuously monitors wireless networks
in order to detect rogue or other unauthorized devices.

AWS customers are responsible for the formal
documentation, authorization, and
configuration of wireless components within
their systems to include user/device
authentication, encryption, rogue access point
detection, and monitoring. AWS customers are
also responsible for reducing the probability
that usable signals can be received outside of
organization-controlled areas and disabling
wireless technologies when not in use.

Network
Architecture

In order to allow for a more comprehensive monitoring of
inbound and outbound communications and network
traffic, AWS has strategically placed a limited number of
access points to the AWS Cloud.

AWS customers are responsible for the
configuration of Amazon VPC security groups
and network ACLs.

AC-18
AC-18 (1)
AC-18 (3)
AC-18 (4)
AC-18 (5)

SC-7
SC-7(3)
SC-7(4)
SC-8
SC-13

These customer access points are called API endpoints,
and they allow secure HTTP access (HTTPS), which allows
customers to establish a secure communication session
with their storage or compute instances within AWS. To
support customers with FIPS cryptographic requirements,
the Secure Sockets Layer (SSL)-terminating load balancers
in AWS GovCloud (US) are FIPS 140-2-compliant.
In addition, AWS has implemented network devices that
are dedicated to managing interfacing communications
with Internet Service Providers (ISPs). AWS employs a
redundant connection to more than one communication
This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
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Customer Responsibility

FedRAMP/DoD
SRG Controls

service at each Internet-facing edge of the AWS network.
These connections each have dedicated network devices.

12 Interoperability & Portability
Security Area

AWS Responsibility

APIs

AWS provides APIs for customers to efficiently manage
their systems and services.

API calls to launch and terminate instances,
change firewall parameters, and perform
other functions are all signed by customers’
secret access key, which could be either the
root AWS account’s secret access key or the
secret access key of a user created with IAM.
Without access to the customer’s secret
access key, Amazon EC2 API calls cannot be
made on a customer’s behalf. In addition, API
calls can be encrypted with TLS/SSL to
maintain confidentiality, and customers can
use TLS/SSL-protected API endpoints. IAM
policies enable customers to further control
which specific APIs an IAM user has
permission to call to manage a specific
resource.

Data Privacy

AWS is vigilant about our customers’ privacy. We do not
disclose customer content unless we’re required to do so to
comply with the law or a valid and binding order of a
governmental or regulatory body. Governmental and

AWS customers are responsible for the
management and oversight of privacy controls
for their information and information
systems. Customers must classify information,

CM-6

AP-1
AP-2
AR-8
DM-1
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regulatory bodies need to follow the applicable legal
process to obtain valid and binding orders, and we review
all orders and object to overbroad or otherwise
inappropriate ones. Unless prohibited from doing so or
there is clear indication of illegal conduct in connection
with the use of AWS products or services, AWS notifies
customers before disclosing customer content so that the
customer can seek protection from disclosure. AWS
customers can encrypt their customer content, and we
provide customers with the option to manage their own
encryption keys.

limit the use of sensitive information such as
Personally Identifiable Information (PII),
document the requirements for capturing
such information, and conduct privacy impact
assessments. The implementation and
management of all privacy-related NIST SP
800-53 controls are AWS customer
responsibilities.

FedRAMP/DoD
SRG Controls
AR-2
AR-3

We know transparency matters to our customers, so we
regularly publish a report about the types and volume of
information requests we receive at
https://aws.amazon.com/compliance/amazon-informationrequests/.

13 Incident Response
Security Area
Incident
Management

AWS Responsibility

Customer Responsibility

AWS has implemented a formal, documented incident
response policy and program. The policy addresses
purpose, scope, roles, responsibilities, and management
commitment.
AWS uses a three-phased approach to manage incidents:

AWS customers are responsible for
developing an incident response policy and
an incident response plan and implementing
an incident response capability for their
systems. AWS customers are responsible for
testing their incident response capabilities,
providing incident response training,

FedRAMP/DoD
SRG Controls
IR-1
IR-2
IR-3
IR-4
IR-4 (1)
IR-8
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1. Activation and Notification Phase – Incidents for AWS
begin with the detection of an event. Events originate from
several sources such as:

formalizing incident handling procedures, and
implementing automated mechanisms to
support their incident response program.






FedRAMP/DoD
SRG Controls

Metrics and alarms – AWS maintains an exceptional
situational awareness capability; most issues are
rapidly detected from 24x7x365 monitoring and
alarming of real time metrics and service
dashboards. The majority of incidents are detected
in this manner. AWS uses early indicator alarms to
proactively identify issues that may ultimately
impact customers.
Trouble tickets entered by an AWS employee.
Calls to the 24x7x365 technical support hotline.

If the event meets incident criteria, the relevant on-call
support engineer uses AWS’s event management tool
system to start an engagement and page relevant program
resolvers (e.g., AWS Security). The resolvers will perform an
analysis of the incident to determine if additional resolvers
should be engaged and to determine the approximate root
cause.
2. Recovery Phase – The relevant resolvers will perform
break fix to address the incident. After addressing
troubleshooting, break fix and affected components, the
call leader will assign follow-up documentation and followup actions and end the call engagement.
3. Reconstitution Phase – The call leader will declare the
recovery phase complete after the relevant fix activities
have been addressed. The post mortem and deep root
This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
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cause analysis of the incident will be assigned to the
relevant team. The results of the post mortem will be
reviewed by relevant senior management and actions and
captured in a Correction of Errors (COE) document and
tracked to completion.
To ensure the effectiveness of the AWS incident response
plan, AWS conducts incident response testing. This testing
provides excellent coverage for the discovery of previously
unknown defects and failure modes. In addition, it allows
the AWS Security and service teams to test the systems for
potential customer impact and further prepare staff to
handle incidents such as detection and analysis,
containment, eradication, and recovery, and post-incident
activities.
The incident response test plan is executed annually, in
conjunction with the incident response plan. The test plan
includes multiple scenarios, potential vectors of attack, and
the inclusion of the systems integrator in reporting and
coordination (when applicable), as well as varying
reporting/detection avenues (i.e. customer
reporting/detecting, AWS reporting/detecting).
AWS incident management planning, testing, and test
results are reviewed by third-party auditors.
Incident Reporting

AWS employees are trained on how to recognize suspected
security incidents and where to report them. When
appropriate, incidents are reported to relevant authorities.
AWS maintains the AWS Security Bulletin webpage, located
at https://aws.amazon.com/security/security-bulletins, to

AWS customers are responsible for reporting
incidents involving customer storage, virtual
machines, and applications, unless the
incident is caused by AWS.

IR-6
IR-6 (1)
IR-7
IR-7 (1)
IR-7 (2)
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notify customers of security and privacy events affecting
AWS Cloud services. Customers can subscribe to the
security bulletin RSS feed to keep abreast of security
announcements on the AWS Security Bulletin webpage. The
customer support team maintains a Service Health
Dashboard webpage, located at
http://status.aws.amazon.com/, to alert customers to any
broadly impacting availability issues.

For more information refer to the AWS
Vulnerability Reporting webpage at
https://aws.amazon.com/security/vulnerabili
ty-reporting/.

FedRAMP/DoD
SRG Controls

In the event of an incident, AWS requires that AWS Security
and/or affected service team conduct a post mortem to
determine the cause of incident, as well as to document
lessons learned.
Security Breach

AWS will notify customers of a security breach in
accordance with the terms outlined in the service
agreement with AWS. AWS’s commitment to all AWS
customers is as follows:
If AWS becomes aware of any unlawful or unauthorized
access to any customer data (i.e., any personal data that is
uploaded to a customer’s AWS account) on AWS’s
equipment or in AWS’s facilities and this unlawful or
unauthorized access results in loss, disclosure, or alteration
of customer data, AWS will promptly notify the customer
and take reasonable steps to reduce the effects of this
security incident.
AWS defines, administers, and monitors security for the
underlying cloud infrastructure (i.e., the hardware, the
facilities housing the hardware, and the network
infrastructure).

In order to facilitate a timely response and
notification, AWS customers should ensure
that their AWS accounts are updated with the
AWS customers should implement the
following best practices to protect against
security breaches:





IR-4
IR-5
IR-6
IR-6(1)
IR-7
IR-9

Use encryption to secure data at rest
and in transit.
Configure your systems with adequate
security.
Manage AWS Accounts and IAM users,
groups, and roles to implement least
privilege permissions.
Use monitoring tools like Amazon
CloudWatch to track when your
information is accessed and by whom.
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Because AWS manages the infrastructure and the security
controls that apply to it, AWS can:
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Identify potential incidents affecting the
infrastructure.
Determine if any access to customer data resulted
from an incident.
Determine if access was actually unlawful or
unauthorized (it would be unauthorized if it was in
breach of AWS' Security Policies).

FedRAMP/DoD
SRG Controls

AWS customers should also customers
should also visit the Best Practices for
Security, Identity and Compliance page at
https://aws.amazon.com/architecture/
security-identity-compliance/?cardsall.sortby=item.additionalFields.sortDate&cardsall.sort-order=desc, which includes details
for each of the above listed points

If an incident happens within AWS’s sphere of knowledge
and control and this incident results in loss, disclosure, or
alteration of customer content, AWS will promptly notify
the customer. AWS does this regardless of whether the
customer's content is sensitive or not, because AWS does
not know what the customer content is and protects all
customer content in the same robust way.

14 Supply Chain Management & Colocations
Security Area
Colocations

AWS Responsibility

Customer Responsibility

Amazon owns and operates many of its data centers, while
others are housed in colocation spaces that are offered by
various reputable companies under contract to Amazon. In
these facilities, the colocation provider provides the first
line of physical security that meets AWS’s established

AWS customers are responsible for
implementing a supply chain protection
program that takes into account outsourced
network and infrastructure services. AWS
customers are responsible for contingency

FedRAMP/DoD
SRG Controls
CP-6
CP-6 (1)
CP-6 (3)
CP-7
CP-7 (1)
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requirements. Contracts with the third-party colocation
providers provide protection for AWS assets. In addition,
AWS monitors adherence with security and operational
standards by performing periodic reviews of colocation
service providers. AWS spaces within colocation facilities
are installed with AWS-operated CCTV, intrusion detection
systems, and access control devices that alert AWS
personnel of access and incidents. Physical access to AWS
spaces within colocation facilities is controlled by AWS and
follows standard AWS access management processes.

planning, training, and testing for their
systems hosted on AWS, to include properly
backing up their data based on recovery and
reconstitution requirements (e.g., ensuring
that backups are replicated to separate
geographical regions).

CP-7 (2)
CP-7 (3)
CP-8
CP-8 (2)
SA-9
SA-9 (1)

AWS creates and maintains written agreements with third
parties (e.g., contractors or vendors) in accordance with the
work or service to be provided (e.g., network services
agreement, service delivery agreement, or information
exchange agreement) and implements appropriate
relationship management mechanisms in line with their
relationship to the business. Agreements cover, at a
minimum, the following:

AWS customers are responsible for ensuring
the compliance of any external information
system services they use in conjunction with
their systems hosted on AWS, as well as
managing any third-party security personnel
to whom they grant access.

PS-7
SA-9
SA-9 (1)
AC-20

 Legal and regulatory requirements applicable to AWS
 User awareness of information security
responsibilities and issues
 Arrangements for reporting, notification, and
investigation of information security incidents and
security breaches
 Target and unacceptable levels of service (e.g., SLA,
Operational Level Agreement [OLA])
 Service continuity requirements (e.g., Recovery Time
Objective [RTO]), in accordance with AWS business
priorities
This document contains Amazon, Inc. proprietary and confidential information. The information contained within this document may not be disclosed to third parties without prior written consent from Amazon, Inc. and should
not be duplicated, used, or disclosed for any purpose other than the originally intended purpose .

62

AWS GovCloud (US) and US East/West Executive Briefing

Security Area

AWS Responsibility

CONFIDENTIAL

Customer Responsibility

FedRAMP/DoD
SRG Controls

 Protection of Intellectual Property Rights (IPR) and
copyright assignment of AWS
 Conditions for renegotiation/termination of the
agreement.
Supply Chain
Governance
Reviews

Key suppliers are identified and chosen for their ability to
provide service to defined requirements. Qualified
suppliers are added to the approved supplier list
maintained by the AWS supplier management team.
Through the use of established assessment procedures,
AWS continuously monitors suppliers to ensure that they
are conforming to specific AWS requirements. The extent of
assessment for a supplier is dependent upon the
significance of the product and/or service purchased and,
where applicable, upon previously demonstrated
performance.

AWS customers are responsible for
documenting, approving, and implementing a
supply chain management program in
accordance with their system and services
acquisition policy.

SA-12

All purchased materials and services intended for use in
production processes are specified in purchasing
documents. All component/material specification
documents are reviewed and approved by management
personnel prior to use. Additional requirements not
specified on component/material specifications are
conveyed via purchase orders or contracts. Purchase orders
and/or contracts convey the degree of control AWS
establishes with their suppliers to ensure quality product
and/or service.
AWS maintains standard contract review and signature
processes that include legal reviews that focus on
protecting AWS resources.
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Anti-Virus / Malicious
Software

Amazon assets (e.g., laptops) are configured with
anti-virus software that includes email filtering and
malware detection.

AWS customers are responsible for the
implementation and configuration of hostbased monitoring and protection mechanisms,
including anti-virus and anti-malware software,
integrity verification tools, host-based intrusion
detection/prevention, and spam protection.

SC-5
SC-7 (12)
SI-3
SI-3 (1)
SI-3 (2)
SI-3 (7)
SI-4 (23)
SI-7
SI-7 (1)
SI-8

Vulnerability / Patch
Management

AWS Security performs regular vulnerability scans on
the host operating system, web application, and
databases in the AWS environment using a variety of
tools. External vulnerability assessments are
conducted by an AWS approved third party vendor
at least annually, and identified issues are
investigated and tracked to resolution.
Vulnerabilities that are identified are monitored and
evaluated and countermeasures are designed,
implemented, and operated to compensate for
known and newly identified vulnerabilities.

AWS customers are responsible for all
scanning, penetration testing, file integrity
monitoring and intrusion detection for their
Amazon EC2 and Amazon ECS instances and
applications. Scans should include customer IP
addresses and not AWS endpoints. AWS
endpoints are tested as part of AWS
compliance vulnerability scans.

RA-5
RA-5 (1)
RA-5 (2)
RA-5 (3)
RA-5 (6)
SI-2
SI-2 (1)
SI-2 (2)
SI-2 (3)
SI-5

AWS Security teams also subscribe to
newsfeeds for applicable vendor flaws and
proactively monitor vendors’ websites and
other relevant outlets for new patches. AWS
customers also have the ability to report issues
to AWS via the AWS Vulnerability Reporting
website at
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http://aws.amazon.com/security/vulnerabilityreporting/.
Mobile Code

AWS has defined JavaScript as the only acceptable
mobile code that is used within the system.
JavaScript is used to implement certain features
within the IAM service. Other forms of mobile code
are not approved by AWS.

AWS customers are responsible for developing
and enforcing a mobile code policy for their
systems.

SC-18
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